
AUDIT AND ASSURANCE COMMITTEE

Meeting date: 25 September 2017  

From: Corporate Director – Resources and 
Transformation  

2017/18 QUARTER 1 CORPORATE RISK REPORT  

1.0 EXECUTIVE SUMMARY 

1.1 The purpose of this report is to provide Members with an update on 
progress with the 2017-18 quarter 1 corporate risks for the period 
covering 1 April to 30 June 2017. 

1.2 A high level summary of the corporate risks position is presented as 
Appendix 1. The appendix includes all risk scores and risk profile as of 
end June 2017; and shows the direction of travel compared with the 
previous quarter (31 March 2017) as well as the direction of travel 
compared with the same period 12 months ago (30 June 2016). 

1.3 Members are also provided with a detailed register of all individual 
corporate risks in Appendix 2. For each corporate risk, this provides 
information about the causal factors for the risk; activity undertaken 
during the previous quarter to manage the risk; and a forward look at 
the mitigating actions planned to further manage or tolerate the risk.

1.4 Finally, Appendix 3 provides an updated overview of all corporate risks 
and opportunities for each of the Council priorities.

1.5 All of the corporate risks have been reviewed and approved by the 
Corporate Governance Group, Corporate Management Team, 
Directorate Management Teams and individual risk owners.

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 The Council Plan 2016-2019 sets the context for Service Plans and Area 
Plans, each ensuring the delivery of the Council’s five priorities. All risks 
included in the Corporate Risk Register have been identified in the context of 
the 2016-2019 Council Plan and the following Corporate Priorities:

i. To safeguard children and support families and schools so that all 
children in Cumbria can grow up in a safe environment, and can fulfil 
their potential;

ii. To support older, disabled and vulnerable people to live independent 
and healthy lives
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iii. To enable communities to help shape their local services, promote 
health and wellbeing and support those in poverty

iv. To provide a safe and well managed highways network, secure 
infrastructure improvements and support local economic growth.

v. To be a modern and efficient council.

2.2 Each of the Council’s service plans set out how services will contribute to the 
delivery of Council priorities, together with other statutory responsibilities. 
These plans also include identified risks that require to be managed to 
ensure the delivery of service and council priorities and have the potential to 
escalate to the Corporate Risk Register.

2.3 To effectively deliver these priorities, the Council is required to have good 
systems of corporate governance and internal control in place, including 
robust risk, performance, financial, and other operational management 
processes and procedures. 

2.4 Continuous review of all strategic level risks is an integral part of the routine 
implementation of the Council’s Risk Management Policy. 

3.0 RECOMMENDATION

3.1 Members are asked to:

I. note the content of the report, and agree that it provides 
sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

II. identify other areas of risk for further detailed examination at 
future Audit & Assurance Committee meetings.  

ADVICE OF CORPORATE DIRECTOR   

4.0 BACKGROUND

4.1 Notable Risk Management Activity in Quarter 1: A range of activity has 
been undertaken during Quarter 1 aimed at further strengthening the 
Council’s approach to risk management. These are set out below.

4.2 Internal Audit Annual Report 2016/17 - Outcomes: The Internal Audit 
Annual Report for 2016/17 was published during Quarter 1, and based on 
the work undertaken by Internal Audit throughout the year the Group Audit 
Manager has provided a ‘Partial Assurance’ over the effectiveness of the 
Council’s arrangements for governance, risk management and internal 
control.    

4.3 Actions have been agreed with the relevant Manager in respect of individual 
audits, however audit work has identified that there is scope for 
improvements in the corporate arrangements for operational risk 
management, performance management and development, approval and 
maintenance of policies, procedures and other guiding documents.
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4.4 A management response to the findings of the Internal Audit Annual Report 
will be issued during Quarter 2 and will detail the actions plans relating to 
each area of concern, including the area of operational risk management. 

4.5 Internal Audit of Operational Risk:  One of the follow up actions from the 
Internal Audit Annual Report is to conduct an Internal Audit of Operational 
Risk Management, and this commenced during Quarter 1. The outcomes of 
this audit may identify further improvements to support managers and 
employees in the effective use of the Risk Management arrangements. 

4.6 Review of Performance & Risk Management Framework: Additionally, a 
review of the Performance and Risk Management Framework has 
commenced with the aim of improving the integration of Risk Management 
within general Performance Management as well as clarifying the 
responsibilities and accountabilities of managers for assuring compliance to 
Performance and Risk Management arrangements.  

4.7 The Framework review activity comprises consideration of best practice and 
approaches adopted in other authorities; as well as reflecting on the 
Council’s own arrangements in light of learning from events such as the 
Amey litigation.

4.8 Risk Management Reporting: A review of the Council’s own documentation 
used for reporting risk has led to the introduction of new look risk 
management reports which Members are presented with in Appendices 1 
and 2. These are aimed at streamlining the previous reports, removing 
duplication and providing a more comprehensive picture of the status and 
effectiveness of risk management arrangements for each Corporate Risk.

4.9 This developmental work, driven by a review of best practice and findings 
from the annual audit report and the operational risk audit report, will 
continue to be made during Quarter 2 and Members will receive a future 
update as further improvements are made.

4.10 Cyber Incident: During May 2017, the Council was impacted by the 
WannaCry ransomware cyber-attack through our network connection to the 
NHS. The Council’s response to the incident was well managed and we 
have also learned a number of lessons from this event that will further 
strengthen our Cyber security measures. As a result, further policies, 
procedures and business continuity arrangements are being improved.   

4.11 Amey Lessons Learned Report & Action Plan: In support of the Amey 
Lessons Learned report, a number of actions are being taken to strengthen 
the risk management arrangements in relation to existing significant 
contracts. The current status of risk management arrangements within the 
contract management process will be independently evaluated, the risk 
status for significant contracts will also be evaluated and enhanced training 
and reporting arrangements relating to contract risk management will be 
delivered.      
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5.0 CURRENT CORPORATE RISK REGISTER QUARTER 1 2017-18

5.1 Summary of Corporate Risks: There are currently 16 risks on the Quarter 
1 corporate risk register; 11 high and 5 medium risks. Appendix 1 provides 
an overview of the position with each of these risks. Appendix 2 provides a 
detailed view of each of the 16 risks.

5.2 Table 1 below illustrates the spread of these risks across the Council’s 
priorities; with the greatest number of high risks being directly linked to 
Health and Social Care Integration and the transformation agenda. The 
majority of other high risks are split between the Children’s Service and 
Resources and Transformation Directorates.  
 Table 1 – Risks by Council Priority High

 (15-25)
Medium 

(6-12)
Low 
(1-6)

Total

Priority 1
To safeguard children and support families and 
schools so that all children in Cumbria can 
grow up in a safe environment, and can fulfil 
their potential

3 1 0 4

Priority 2
To support older, disabled and vulnerable 
people to live independent and healthy lives

4 2 0 6

Priority 3
To enable communities to help shape their 
local services, promote health and wellbeing 
and support those in poverty

0 1 0 1

Priority 4
To provide a safe and well managed highways 
network, secure infrastructure improvements 
and support local economic growth.

1 0 0 1

Priority 5
To be a modern and efficient council 3 1 0 4

5.3 Summary of changes to Corporate Risks compared with previous 
quarter: The summary of all corporate risks in Appendix 1 provides the risk 
scores at Quarter 1 compared to previous quarter and end of year target 
score. All risk scores have remained stable during this period. 

5.4 No Corporate Risks have been removed from the register however, one new 
risk has been identified for inclusion on the register.

6.0 In the aftermath of the WannaCry ransomware cyber-attack, a new 
corporate risk relating to Cyber Threat has been identified for inclusion in 
the risk register. This will raise the profile of this ongoing threat and provide 
more focus on the necessary mitigating actions and resources required to 
further improve the Councils Cyber Security Measures. The detail of this 
new risk can be found at the end of Appendix 2. 

6.1 With the completion of the development all Service Plans during Quarter 1, a 
number of new opportunities and emerging risks have been identified and 
are summarised in Table 2 below, along with an overview of changes at 
Quarter 1. 
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6.2 The corporate opportunities will be integrated into Service Plan deliverables, 
while the emerging risks will be integrated into the Council’s horizon 
scanning activity in order to track the impact of these changes and 
associated risks on the Council’s resources. 

Table 2 – Summary of Risk Management Changes at Quarter 1

 New Risk 

 One new corporate risk has been 
submitted, Cyber Threat, in the 
aftermath of the recent Global 
Cyber-attacks during Quarter 1. 

 Cyber risk remains the top 
business continuity threat globally

Rescored Risks 

 All Corporate Risk scores have 
remained consistently stable over the 
last quarter with no change to either 
likelihood or impact scores.

Closed Risks 

 No risks have been closed off the 
register during Quarter 1.

Emerging Risks 

 Business Rate Retention Scheme

 National Funding Formula for 
Schools

 Apprenticeship Levy

 CF&RS mobile communications 
system

 Brexit implications 

 Non delivery of Statutory Services

 New Opportunities

 To influence the economic potential of 
Cumbria through the Industrial Strategy 
Green paper

 To develop a Single System approach 
to Waste Management

 To achieve the full 250 apprenticeship 
place target.

6.3 Horizon Scanning: In support of the identification of emerging issues and 
risks, consideration of the external policy context for the Council has been 
undertaken during the previous Quarter and will continue to ensure 
understanding and potential impact and implications for the Council. 

6.4 Given the population of Cumbria is ageing, it is recognised that an ageing 
population contributes to some strategic risks relating to increased demand 
and delivery of council services. In addition, given a high proportion of the 
County Council workforce are residents of Cumbria, an ageing workforce 
contributes to workforce strategy and succession planning considerations 
within the ‘Reshaping the Council’ strategic risk. Recognising that the ageing 
profile of the population is a causal factor in some risks included in the 
strategic register, an ageing population will continue to be monitored 
however is not deemed a strategic risk in its own right at this stage.  

6.5 Risks reported in previous quarterly risk reports continue to be monitored 
and no additional emerging risks are included in this report, however key 
developments being monitored include:

 Implications of Brexit and the UK’s negotiations with the EU;

 Reform to public services and national developments with the digital 
agenda.
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7.0 OPTIONS

7.1 There are three options for Members to consider:

7.2 Option 1 - Members agree that the content of the report and the appendices 
provides sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

7.3 Option 2 - Members conclude that the content of the report and the 
appendices does not provide sufficient assurance that the current Risk 
Management arrangements are both robust and effective.

7.4 Option 3 - Members identify any additional new or emerging risks or 
opportunities. 

8.0 CONCLUSION

8.1 All Corporate Risks have been reviewed and approved by officers for 
Quarter 1. The current register contains 16 high or medium rated risks and 
work continues to either contain or manage those risks within the target 
rating for 2017/18. 

8.2 Officers continue to monitor emerging opportunities & risks with a view to 
inclusion within service plans or on the risk register as and when they 
become relevant.

Dawn Roberts, Corporate Director Resources & Transformation   

13 September 2017

Appendices

Appendix 1 Corporate Risk Summary & Profile   Q1 2017/18
Appendix 2 Corporate Risk Register   Q1 2017/18 
Appendix 3  Summary of risks & opportunities by Council priorities   Q1 2017/18 

Electoral Division(s): *
*  Please remove whichever option is not applicable

Executive Decision No*

Key Decision * No

If a Key Decision, is the proposal published in the current Forward Plan? N/A

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?
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No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

N/A*Has an environmental or sustainability impact assessment been 
undertaken?

No*Has an equality impact assessment been undertaken?

N.B. If an executive decision is made, then a decision cannot be implemented until the 
expiry of the eighth working day after the date of the meeting – unless the decision is 
urgent and exempt from call-in and the Corporate Director has obtained the 
necessary approvals.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
[including Local Committees]

No previous relevant decisions.

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny.

BACKGROUND PAPERS

No background papers

RESPONSIBLE CABINET MEMBER

Cllr Stewart Young Leader of the Council.

REPORT AUTHOR

Contact: Helen Kirk, Senior Risk Officer  Helen.kirk@cumbria.gov.uk
Resources & Transformation Directorate 

mailto:Helen.kirk@cumbria.gov.uk

